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New account creations continue to be 
one of the highest risk touch points in 

the customer lifecycle – second only to 
password reset risk in 2023.

Cybercriminals continue to focus on 
account takeover attacks, driving an 

18% YOY increase in 2023 a�er a 52% 
YOY increase in 2022. 

Ecommerce accounts sustained much
of the attack growth.

The payment attack rate grew by 13% YOY 
following the general trend upwards. 

Attacks via mobile apps increased more 
than other channels, up 27% YOY.
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RISK TRENDS
A 19% increase in the 

overall human-initiated 
attack rate YOY, with 

especially high growth
in ecommerce.

Financial services firms 
sustained more attacks in 
2023, but the attack rate 

increased at a slower pace 
than other industries.

The attack rate for 
ecommerce firms (59% 
YOY) grew far more than

in any other industry, 
in both mobile and 
desktop channels.

The CMM industry 
attack rate grew at 11%, 
maintaining the highest 

overall attack rate of
any industry.

The gaming and gambling 
attack rate remained stable 

in 2023, slightly down for 
the desktop channel. Bot 

attacks on the industry 
grew by 103%.

1.5% 1.2% 2.8% 4.8% 1.1%

Significant Growth of Attacks at Ecommerce Merchants Drives Attack Rates Higher 
Industry Overview: Trends and Attack Patterns

TRANSACTIONS ANALYZED 

As digital transactions and fraud attacks continue to increase, forward-thinking organizations 
navigate uncertainty better via di�erentiated insight into risk and identity.

Transactions by Channel
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Mobile transactions dominate desktop transactions by  
a margin of four-to-one, but the mobile adoption rate
may be stabilizing. 

Organizations need to o�er multiple safe and convenient 
channels of engagement.
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Attack Rates

The digital fraud attack rate increased 19% 
year-over-year (YOY) to 1.5% (building upon a 20% 

increase between 2021 and 2022 to 1.3%).
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Download the full report 

New sign-ups through browser 
channels are significantly more risky 

than via mobile apps.

(up 18% since 2020)
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