
The growth in digital transactions continues to flourish despite a myriad 
of world events including armed conflict, inflation and an economic downturn. 

Trust and Collaboration as 
Foundations to Fight Fraud
Keeping Good Customers Safe
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Businesses, particularly in emerging markets, are several years into their digital transformation 
strategies and have prioritized mobile apps as a way to retain and upsell to their existing 
customer base.

Attack rates on individual online transactions have seen a significant rise in 2022, outpacing the 
growth in good customer transactions, with attacks continuing to shift to the mobile channels. 
Meanwhile, automated bot attacks have shifted their focus to the ecommerce sector.

As fraud has become more complex, clients using the Digital Identity Network have moved away from 
single, point-in-time risk assessments to building up risk along the customer journey. The number of 
clients deploying the solution across all three core stages of a customer lifecycle is up 77% in 2022 
compared to 2019.

The percentage of mobile traffic in the Digital Identity Network was a mere 25% in the  
first Cybercrime Report published in 2014. In 2022, 77% of all transactions were through a  
mobile device.
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Mobile apps have become the preferred channel, 
accounting for over 80% of mobile transactions in  
the LexisNexis® Digital Identity Network®.
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As fraud attacks increased during the last 18 months, organizations have responded by focusing 
more on building trust with their loyal customer base.

Separating out the trusted population enables organizations to enhance the digital experience for 
good customers while facilitating a more focused analysis of the remaining events to determine 
which are attacks.

The Need to Focus on Trust as Attack Rates Increase

% OF TRANSACTIONS 
MARKED AS TRUSTED

H1 2021

H2 2022

H1 2022
H2 2021

+9%

This document is for educational purposes only and does not guarantee the functionality or features 
of LexisNexis® Risk Solutions products identified. LexisNexis Risk Solutions does not warrant that this 
document is complete or error-free. LexisNexis and the Knowledge Burst logo are registered trademarks 
of RELX Inc. Digital Identity Network is a registered trademark of ThreatMetrix, Inc. Other products and 
services may be trademarks or registered trademarks of their respective companies. 
Copyright © 2023 LexisNexis Risk Solutions. NXR16004-00-0523-EN-US

Regional Highlights: January-December 2022

bot  
volume YOY

EMEA

+21% 

+75% 

transaction 
volume YOY

human-initiated 
attacks YOY

+22% 

bot  
volume YOY

LATAM

+102% 

-9% 

transaction 
volume YOY

human-initiated 
attacks YOY

+93% 

bot  
volume YOY

North America

+57% 

+32% 

transaction 
volume YOY

human-initiated 
attacks YOY

+14% 

bot  
volume YOY

APAC

+38% 

-19% 

transaction 
volume YOY

human-initiated 
attacks YOY

+31% 

BANK A

BANK B

BANK C

07:2007:1007:0006:5006:4006:3006:2006:1006:00

$2,000 $3,000 $1,000

$2,000 $500 $2,500 $1,666

$4,000

$1,000

Volume and Attack Rate: Across the Customer Journey
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The LexisNexis® Risk Solutions Cybercrime Report is based on cybercrime attacks detected 
by the LexisNexis® Digital Identity Network® from January-December 2022. For more detailed 
insights, download the full report at the link below.

Learn more at risk.lexisnexis.com/cybercrime-report

Hunting Mule Networks with Digital Identities
The visualization shows a real example of money flows across accounts between different banks, 
linked by a single digital identity.

Money Flows Through a Mule Network
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A 360 Degree View of Your Digital Customer Base

Gathering contextual digital intelligence at login can 
improve risk assessment at subsequent payment events 
by more than 60%.
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In 2022 the number of banks using the Digital Identity Network across both digital banking and 3D 
Secure CNP channels has grown significantly (133% YOY).

Digital identity intelligence can be shared across channels to drive trust and prevent more 
complex fraud.

82% of customers who shop 
online with a credit card also 
use digital banking services 
from the same bank.
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