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The Three Stages Of Authorized Transfer Scams

And How Financial Institutions (FIs) Are Addressing Them

TO DETERMINE
TRANSFER RISK, FIS
NEED TO UNDERSTAND
THE PARTIES INVOLVED

WITHIN THE NEXT INTEGRATING THESE After detecting coaching,
24 MONTHS: CAPABILITIES: Fls must assess the

identities and accounts
of the payor and payee.

Payor identity verification
helps distinguish scams from
account takeovers, optimizing
the response.

@IDreport challenges with
detecting payor risk and @D
are currently or planning an
upgrade.

Payee identity verification
helps assess the legitimacy
of a transfer’s beneficiary.

& Dreport challenges in
detecting payee risk and@5D
are currently upgrading or
planning an upgrade.

CUSTOMER EXPERIENCE
(CX) TOPS PRIORITIES

Fls must unwind
a target’s trust in

a scammer firmly, say improving CX is a top say providing more expect upgrades to authorized
quickly, and gently. goal for their organization. confident outreach is a top transfer scam detection and
goal for their organization.  mitigation solutions to improve CX.

MULTILAYERED SUCCESS CRITERIA

Current and planned
upgrades must
improve CX while
reducing fraud losses
and labor costs.

Base: 413 US-based financial services decision-makers at the director level or higher with responsibility

for fraud risk and mitigation strategies

Source: A study conducted by Forrester Consulting on behalf of LexisNexis® Risk Solutions, January 2024

This document is provided solely for general informational purposes only. LexisNexis Risk Solutions does not

warrant that this document is complete or error free. E Read the full study

© Forrester Research, Inc. All rights reserved.
LexisNexis is a registered trademark of RELX Inc. NXR16333-00-0124-EN-US



https://risk.lexisnexis.com/insights-resources/white-paper/defend-against-authorized-transfer-scams

