
Businesses continually struggle to find the optimal balance between opportunity 
and risk. Although each additional piece of personal information provided by 
consumers can help to minimize fraud, it also adds friction to the user journey, 
which can drive them away from a transaction. Balancing fraud and friction is even 
more di�icult to achieve across multiple channels (e.g., mobile, web, point-of-sale).

Ongoing challenge of balancing 
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Merchant’s 
Risk Appetite

Incorrectly matching authentication methods with the risk of the transaction can lead 
to friction in the customer journey, causing a decrease in conversions. To continue to 
keep fraud low and to provide the right amount of friction, merchants and issuers are 
looking at alternative authentication solutions to maximize customer experience and 
minimize unneeded friction during the onboarding and checkout processes.
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Account takeover (ATO) and social engineering scams – including authorized push 
payment (APP), romance, investment and impersonation fraud – are among the fastest 
growing financial crimes. In fact, 98%12 of cyberattacks rely on social engineering. These 
scams represent an emerging global challenge due to the di�iculty in detection.
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71%
in the first half of 2021 with losses 
totaling more than $482 (£355) 
million13. That’s in comparison to 
$648 (£479) million for all of 2020.14 

authorized push payment 
fraud increased

$126 (AUD 177 million) lost to 
investment scams alone, 
the most of any category.15
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$1.2 
lost to impersonation scams in 2020, impacting 
approximately one in five people.16 
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Discover how LexisNexis® Risk Solutions brings together fraud management, 
identity verification and risk insights by leveraging network intelligence,
industry-trusted global coverage and intellectual property to enable your 
business to confidently di�erentiate between a trusted customer and threat, 
while maintaining a seamless customer experience.
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Today’s fraudsters deploy complex, multi-vector attacks and continually develop 
new strategies to bypass controls and exploit vulnerabilities. A multi-layered 
approach that includes physical identity, digital identity intelligence and 
behavioral biometrics is one of the best defenses for mitigating the risk of fraud. 

Behavioral biometrics looks at how a user:

Growing need for multi-layered 
fraud assessment09

The upward trend in online and mobile activity underscores the need for a global 
dynamic fraud solution that can verify identity and transaction attributes in near 
real time across the customer journey. 

Heightened need for real-time 
risk assessment 10
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Leveraging the latest tools, intelligence, and technology can help organizations temper
the risk of fraud and stay one step ahead of the fast-evolving strategies from criminals.

Digital transformation is unlikely to slow down

The e�ects of the pandemic have accelerated the digitization of customer interactions by several 
years. At the same time that businesses continue moving their services into the digital space, 
customers are also more comfortable and confident with consuming these services online.

Although digital transformation was on an upswing prior to the pandemic, it took on new urgency 
once the pandemic hit. The pandemic fundamentally changed how people interact with 
businesses, making a range of inexperienced digital users available for fraudsters to target.
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Globally, the average share of customer
interactions that are digital grew by 22%1. 

21%
APAC 23%

Europe 24%
USA

The creation of new identities by combining elements of real and falsified 
information is one of the fastest growing online crimes in the U.S. 17 Fueled by the 
rise in online banking and other digital financial services, synthetic identity fraud 
has become a multimillion-dollar challenge. It is also one of the hardest types 
of identity the� for businesses and financial institutions to detect because 
there is no real person to report the fraud.

Rise of synthetic identities 07

How synthetic identity works 

Fraudsters take snippets 
of legitimate data

Build credit of legitimate 
data information 
• Apply for credit cards

• Take out loans

• Open bank accounts

• Apply for government benefits

Add fictitious 
information 
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Behavioral Biometrics can be used to:

•  Detect bots and aggregators
•  Identify “good” customer profiles
•  Reliably profile fraudsters
•  Recognize unusual interactions
•  Strengthen the trust of good customers

New digital payment options o�er e�ortless account creation and fast access to credit, 
opening the door for abuse by fraudsters using stolen credentials.

Cryptocurrencies present a growing challenge as well. The 
unregulated and novel way consumers can invest in cryptocurrencies 
opens up more opportunities for scams, ransom payments, money 
laundering and other illicit activities. 

Hyperconnected networks contributed to a strong pattern 
of cross-organizational, cross-industry and even cross-regional fraud – 
an unfortunate but not unexpected outgrowth of digital transformation.

$14 billion
illicit activity from 

cryptocurrencies in 2021, 
up from US $7.8 billion in 20206 

The largest BNPL platforms reported a significant increase in fraud, primarily from 
new account creation, account takeovers and repayments with stolen credit cards.

Consumers love Buy Now Pay Later...

...but so do fraudsters.

millionMore 
than17 Over 400%

U.S.

$1 trillion 
Number of 
consumers that 
have used BNPL 
in the UK4

Growth in BNPL 
from 2020 to 
2021 in the U.S.

Anticipated global 
gross merchandise 
volume of the BNPL 
industry by 20255 

The pandemic drove more consumers than ever to online and mobile 
channels. Fraudsters soon followed, leading to increased attack volumes and 
ultimately the cost of fraud, both of which remain significantly higher now 
than before the pandemic began. 

Escalating cost of fraud 08

9.9%
Increase in the cost of fraud for U.S. financial 
services firms. Every $1 of fraud loss costs 
U.S. financial services firms $4.00 (Compared 
to $3.25 in 2019 and $3.64 in 2020).19

$5.4 
trillion

$185 
Fraud losses 
estimated in the UK.22 billion

Global cost of fraud18

Fraudulent transactions 
in LATAM cost 3.68 times the 
value of the lost transaction 
in 2020, up from 3.46 in 2019. 21

In APAC, fraudulent transactions cost 
up to 3.87 times the value of the lost 
transaction, up from 3.40 in 2019.20 

Consumers love the convenience of digital transactions. Globally, the digital payment 
market is projected to reach more than US $236 billion by 2028, a CAGR of 19.4%.7 
However, an increase in digital transaction activity also serves as a magnet for fraudsters, 
as data security awareness is not growing at the same speed as digital activities. Digital 
fraud attempts in financial services, for example, were up nearly 150%.8 

Increasing risk of payment fraud 04

While fraud losses occur across the customer journey, new account creation and 
the point of distribution appear to be most susceptible to fraud in the U.S.11

70%
of fraudulent digital 
banking transactions 
originated in the mobile 
channel in Q2 2021, up 
from 63% in the previous 
quarter. Mobile banking 
app fraud accounted for 
the largest increase10 

Estimated global 
ecommerce losses 
to online payment 
fraud in 2021 

representing 14% 
growth over 20209 

$20 
billion

Adoption of new digital
payments and methods 

Digital payments sector: 

2019

2020

2021

2022

$4.7 
trillion 

$5.4 
trillion 

$6.7 
trillion 

$7.8 
trillion 

by 2025

$10.73

trillion

transaction
value
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Increased automation 02

Automation is a double-edged sword. While it streamlines the customer journey by 
o�ering auto-fill and other conveniences, automation also makes it easier for 
fraudsters to launch attacks, prompting higher attack volumes. Automated 
methodologies can also do more harm more quickly.
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174%28%

billion

Bot attack volume increased Media was hit hard 
with a bot volume increase of 

in financial services YOY 

Number of bot attacks in the first half of 2021

representing

41%
growth globally YOY

Bot attacks across the customer journey are also on the rise:

growth in attempted 
account takeovers

52%

Logins

growth (likely testing stolen 
credit card credentials)

18%

Payments

attack rate, highest 
of all use cases 2

8.9%

New account creation

The growing prevalence of scams 
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Many organizations face an upward battle when detecting and preventing fraud. 
Consumers continue to migrate to digital channels and while organizations are 
benefiting from this transition, it comes at a price. Where transactions occur, 
fraudsters follow, seeking out new vulnerabilities to exploit.

10 trends that will shape
the fraud landscape in 2022

Here are our predictions for the top 10 trends to watch as they are 
most likely to impact fraud budgets and actions in the year ahead.


