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Background

LexisNexis® Risk Solutions sought primary market research
with lenders to understand small and midsize business
(SMB) lending fraud. The intent was to generate insights in
this area in order to create an industry benchmark to

support lenders’ efforts to stem SMB lending
fraud and understand best practices.

Specific objectives to understand included:

* The volume of SMB lending fraud and through which
channels

* How SMB lending fraud is identified and tracked
* The types of SMB fraud experienced

 Priorities, internal activities and levels of investment for
curbing SMB lending fraud, including solutions usage

* Any differences in the above by size or type of
organization
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2023 SMB Lending

Fraud Study Methodology

LexisNexis® Risk Solutions retained KS&R, a global
market research firm, to conduct this research study.

Overview

» Data was collected by phone during September and
October 2022. A total of 147 completions were obtained,
broken out as follows:

<$10B Asset $10B+ Asset Fintech/Digital Payment

et Banks/Credit Unions Banks/Credit Unions Lenders Processors*

* Respondents included those with responsibility for making
risk and fraud assessments/decisions for current and
potential SMB customers.

* SMBs were defined as businesses earning up to $10,000,000
in annual revenue.

 LexisNexis® Risk Solutions was not identified as the sponsor
of the research in order to lessen potential for brand bias.

*Though included in the data set and
reflected in total-level findings, payment
processors are not reported as a segment
due to low N size.
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2023 SMB Lending

Fraud Study Fraud Type Descriptions

The following descriptions of fraud types were
presented in the survey:

Overview

Either an existent business entity fabricated to commit fraud,

ST or a non-existent business fabricated to commit fraud

Takeover or misrepresentation of ownership of a business
with the intent to commit fraud

Stolen legitimate business

Fake consumer identity False/synthetic identity created to commit fraud

|dentity theft using the true name of the owner/authorized
representative of a business

Stolen consumer identity

@‘ LexisNexis®
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2023 SMB Lending

Fraud Study Key FlndlngS

Key Findings

SMB lending fraud has increased significantly during the past 12 months, with many smaller
banks/CUs and Fintechs expecting fraud levels to worsen over the next 12 months.

SMB lending fraud prevention costs are predominantly centered on labor, but lenders have been
investing more in fraud prevention solutions over the past 12 months.

Remote channel transactions are driving fraud, though there is some uptick with in-person loan
applications and fraud losses.

SMB lenders expect that they will continue to invest more in fraud prevention, with smaller
banks/CUs, Fintechs and those with mostly digital channels being particularly likely to increase
staffing on fraud teams.

Study findings show that lenders which use a multi-layered solutions approach that integrates
with cybersecurity and the digital channel operations can be more effective at detecting and
mitigating fraud and its costs early.

@‘ LexisNexis®
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oSty Key Finding #1: Fraud Trends

SMB lending fraud has increased significantly during the past 12
months, with many smaller banks/CUs and Fintechs expecting
fraud levels to worsen over the next 12 months.

x i3 Fraud Trends
Most SMB lending fraud is being caught after the point of origination.

Although bogus business credentials and fake consumer/owner identities remain the overall
most common type of SMB lending fraud, smaller banks/CUs and Fintechs in particular are
also experiencing more legitimate business and fake identity fraud, which they find
challenging to mitigate effectively.

A lack of effort on curbing SMB lending fraud, market economic uncertainties, the perception
of SMB to be an easier target than consumers and online/mobile channel transactions are
perceived drivers of increased fraud.

SMB lenders are concerned about balancing fraud detection with minimizing customer
friction. They are also concerned about the negative impacts of fraud on costs and revenues.

@‘ LexisNexis®
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2023 SMB Lending
Fraud Study

2
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K 3l Fraud Trends

F

Q5A. Over the past 12 months, has SMB
lending fraud targeted at your company
increased or decreased and by how
much? Q5B. Of this [insert % increase],
how much of that was due to the COVID-
19 pandemic?

6‘ LexisNexis®
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SMB lending fraud is increasing at a faster pace compared to the last two
years, with the pandemic still accounting for increases. The year-on-year
increases have more than doubled compared to 2021.

There has been a
sizeableincreasein
Fintechs/digital
lenders that have
experienced more
SMB lending fraud,
with the average
increase in fraud
exceeding the other
segments. Almost all
lenders processing
most of their loans
via digital channels
have also indicated
anincreasein SMB
lending fraud.

WA = significantly or directionally different
from 2021, within segment

Change in Level of SMB Lending Fraud Over Past 12 Months

Smaller Banks/ Larger Banks/ Fintech/Digital Mostly Digital
Overall CUs (<$10B) CUs (S10B+) Lenders Channels
A A A A
84% 82% 81% 87% 90%
% Saying
“Increased”
2021 73% 73% 75% 70% 80%
2020 71% 72% 69% 69% 80%
2020 =@=2021 =—@=2022
16.5%
14.5% 13.2% 15.0% . ’ 14.3%
Average % o e ¢ e
Increase 6.9% 7.3% 5.9% 5.9% 6.7%
4.1% 4.1% 4.3% 4.7% 4.9%
A A AO
% Increase 46% 40% 48% 52% 48%
Dueto
i [
2021 37% 38% 35% 34% 43%
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2023 SMB Lending

Fraud Study Significantly more smaller banks/CUs and digital lenders expect SMB

lending fraud levels to increase over the next 12 months.
B

The average expected increase cited across segments is approximately 10%, which is twice that of 2021 (5%).
This increase is driven largely by smaller banks/CUs, which expect fraud to increase by 12%.

\ "8 Fraud Trends Expected Change in SMB Lending Fraud Levels in the Next 12 Months

M Decrease B No change M Increase
#2
Smaller Banks/ Larger Banks/ Fintech/Digital
Overall CUs (<$10B) CUs ($10B+) Lenders

25%

1%

F

Q6. During the next 12 months, do you

expect SMB lending fraud targeted at
your company to increase or decrease 2019 2020 2021 2022 2019 2020 2021 2022 2019 2020 2021 2022 2019 2020 2021 2022

and by how much?

WA = significantly or directionally different
from 2020, within segment
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2023 SMB Lending

Fraud Study Compared to the early pandemic period, more lenders are catching
fraud at the point of account origination though the majority continue
B

Large banks/CUs are more likely to catch fraud earlier, most often within the first month of the

to identify it at some point afterwards.
customer relationship.
x a0 Fraud Trends

Identification of SMB Lending Fraud

B At the point of account origination W Within the first month of the customer relationship B After an account has charged off
#2
Smaller Banks/ Larger Banks/ Fintech/Digital Mostly Digital

Overall CUs (<$10B) CUs (510B+) Lenders Channels

F

QL2.When do you typically identify an 2020 2022 2020 2022 2020 2022 2020 2022 2020 2022

SMB lending fraud that is targeting your
company?

WA = significantly or directionally different from 2021, within segment

+ =significantly or directionally different from other segments, 2022
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2023 SMB Lending
Fraud Study

- Fraud Trends

\#1

#2

F

Q17. How often does your company
experience the following types of SMB
lending fraud?

WA =significantly or directionally different
from 2020, within segment

@‘ LexisNexis:
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Although bogus business credentials and fake consumer/owner

identities remain the most common type of SMB lending fraud, there

has been an increase in the number of smaller banks/CUs and Fintechs

also experiencing legitimate and stolen business credentials fraud.

Frequency With Which Fraud Types Are Experienced

Legitimate business
and fake consumer/
owner identity

Bogus business
and stolen consumer/
owner identity

Stolen legitimate
business identity and
stolen consumer/
owner identity

Bogus business
and fake consumer/
owner identity

35% 32%

M Rarely/Never 55%

W Sometimes/Often

65% 68%

45%

0 . 2019 2021 2022 @ 2019 2021 2022 @ 2019 2021 2022 @ 2019 2021 2022 | 2019 2021
% Sometimes/Often

Smaller Banks/CUs (<$10B) 68% 80% 75% 60% 84% 62% 56% 47% 65%A  71% 57% 69%4  45% 43%
Larger Banks/CUs ($10B+) 55% 83% T7% 57% 71% 68% 43% 63% 56% 60% 70% 67% 45% 60%
Fintech/Digital Lenders 81% 96% 91% 65% 91% 78% 50% 48% 70%4  73% 61% 74%4%  62% 48%

[CONFIDENTIAL |

Legitimate business
and legitimate
consumer/
owner identity

36%

64%

2022

67%A
61%

6164
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2023 SMB Lending
Fraud Study

Fraud Trends

Q7. Why do you think SMB lending fraud
is increasing?

WA =significantly or directionally different
from 2021, within segment

*First asked in 2022
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A majority of lenders attribute increased fraud to multiple reasons, such as a
lack of effort on curbing SMB lending fraud, market economic uncertainties
and the perception of SMB being an easier target than consumers.

Online and mobile channel transactions are also perceived drivers of increased fraud.

Perceived Reasons for Increase in Fraud

M Overall B Smaller Banks/CUs (<$10B) Larger Banks/CUs ($10B+) W Fintech/Digital Lenders W Mostly Digital Channels

Consumer lending

Lenders place less effort on fraud hasbecome Moretransactions are Fraudstersview SMBs SMBs can have The amountthata
curbing SMB lending fraud Market/economic more challenging for occurring as “victimless,” which complexstructures, fraudster can steal
than consumerlending uncertainties fraudsters, so they online or through meansitis less likely makingit is easier by committing SMB
fraud, so arecreating arefollowinga path mobile devices which that law enforcement to get away with lending fraud is typically
SMBs are an easy instability which of least resistance to isincreasing fraud will pursue action fraudin the name largerthan consumer-
target for fraudsters drives more fraud* SMB lending fraud attempts* againstthe fraudsters of the business lending fraud
A4 A A N A
63% 63% 62%  63% 64% 63% A 63% A
59% 59% 58% 59% 59% A
57% 0 0 56% 0 57/0 530/ 53% A 549%

50%

42%

46% 9 47%
38% 390 3%
I I I i I

53%
O°/ 50‘V
0 0 45 ” 40%
I I I I I Ii I

II II II ] I
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2023 SMB Lending

Eraudistidy Many SMB lenders have multiple concerns about fraud, including being

2
A

able to manage its prevention while minimizing customer friction and
reducing the negative impact on costs and revenue.

While most lenders acknowledge that SMB lending fraud is inevitable, they also believe that reducing it can
help increase their revenues and customer loyalty. The mobile channel particularly raises concerns about
security and fraud risk.

K 38 Fraud Trends
Perceptions of SMB Lending Fraud (% Agree and Completely Agree)

It's becoming increasingly difficult to manage fraud
prevention while minimizing customer friction

73%

Reducing SMB lending fraud can help increase my company's revenues 70%

| believe that the security of mobile devices is still unknown 70%

SMB lending fraud is inevitable 69%

69%

| believe it costs too much to control SMB lending fraud

67%

The evolution of mobile as a channel presents a significant risk of fraud

r Combatting automated malicious botnet activity is overwhelming 65%

62%

Lower SMB fraud rates increase customer loyalty

Q26. Please rate the extent to which you

gg[ee or disagree with the statements The mobile channel is more secure than the online channel
elow.

61%

é' LexisNexis:
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2023 SMB Lending

IS Overall, SMB lenders have mixed opinions on whether SMB lending

post-pandemic environment.

or that it is about the same between both types.

fraud is more complex than consumer lending fraud in this

There is an upward trend with lenders either seeing consumer lending fraud as more complex than with SMBs

Perceptions of SMB Lending Fraud Complexity
K 38 Fraud Trends

2
A

7%

0,
23% 0%
. .

F - CEEE EMEE DEImE
targeting your company compare to a

fraud that involves only a consumer

targeting your company?
2019 49% 9 17% | 33% 1% 46% | 20% | 34% 0% S1% ) 11% | 30% 2%

WA = significantly or directionally different
from 2021, within segment

é LexisNexis [CONFIDENTIAL |
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Fintech/Digital

I 39%

=TT
ST
I EIEIES i

B SMB lending fraud is more complex W Consumer lending fraud is more complex
than with consumer than with SMBs
Smaller Banks/ Larger Banks/
Overall CUs (<$10B) CUs ($10B+)
42%
40% 8% . ° A
3% 35%
v 30%
23%

B About the same W Not sure
Mostly Digital
Channels
v
A
43% 40%

17%
v
0% 0%

eI
o E

2023 SMB Lending Fraud Study
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2023 SMB Lending

Fraud Study

Fraud Costs

@‘ LexisNexis:
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Key Finding #2: Fraud Costs

SMB lending fraud prevention costs are predominantly centered on
labor, but lenders have been investing more in fraud prevention
solutions over the past 12 months.

SMB lending fraud losses are likely to represent up to 15% of overall losses. About
19% of SMB lending fraud losses are attributed to post-pandemic changes to how
transactions are occurring.

The average value of SMB lending fraud losses as a percent of annual revenues
remains higher than before the pandemic (5.5% overall), with Fintechs continuing
to experience the highest hit. This reflects a slight settling back to early pandemic
figures after spiking as the pandemic progressed.

[CONFIDENTIAL | 2023 SMB Lending Fraud Study
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2023 SMB Lending
Fraud Study

Fraud Costs

Q11A. What percent of the overall losses at
your company do you suspect are because of
SMB lending fraud that is targeting your
company (please assume confirmed fraud and
suspected fraud)? Q11B. Of the overall (insert
% from Q11A) of losses directly related to SMB
lending fraud, how much of this is because of
new normal/post-pandemic changes to ways
that transactions occur?

6‘ LexisNexis:

RISK SOLUTIONS

Overall, SMB lending fraud losses are likely to represent up to 15% of
overall losses. About 19% of SMB lending fraud losses are attributed to
post-pandemic changes to how transactions are occurring.

SMB lending fraud as a percent of overall losses is somewhat less among larger banks, with nearly half
indicating only up to 5%.

% of Overall Losses Resulting From SMB Lending Fraud

Smaller Banks/ Larger Banks/ Fintech/Digital Mostly Digital
CUs (<$10B) CUs ($10B+) Lenders Channels

B 1%

Less than 5%
6-10%
11-15%

16-20% | 20 B %
21-25% 0% EQ
More than 26% 0% 0% 0%

% of Fraud Losses as

aresultof Post-  19% 20% 19% 19% 18%
Pandemic Changes

= significantly or directionally different [ CONFIDENTIAL| 2023 SMB Lending Fraud Study 15
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2023 SMB Lending
Fraud Study

Fraud Costs

F

Q25a. What has been the percentage
distribution of SMB lending fraud prevention
costs across the following areas over the past
12 months?* Q25b. And what do you expect
the percentage distribution of SMB lending
fraud prevention costs across the following
areas will be during the next 12 months?

6‘ LexisNexis®

RISK SOLUTIONS

Most of the SMB lending fraud prevention costs continue to be centered
on labor, with expectations for that continue over the next 12 months.

Distribution of SMB Lending Fraud Prevention Costs

W Labor/resources @ Fraud prevention solutions

Fintech/Digital
Lenders

Mostly Digital
Channels

Larger Banks/
CUs ($10B+)

Smaller Banks/
CUs (<$10B)

Q000

Overall

Past 12
Months

2021 65% | 35% | 6% | 32% | D% 299 | 0% 0% |
12 Months 44%
From Now

2021 D469 | 549 | urEs D519 60% | rNEs

WA =significantly or directionally different
from 2021, within segment

[CONFIDENTIAL | 2023 SMB Lending Fraud Study
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2023 SMB Lending

Fraud Study The average value of SMB lending fraud losses as a percent of annual

Fraud Costs Smaller Banks/

Overall CUs (<$10B)

5.2%

F

6.2% 6.1%
Q8. What is the approximate value of

5.5% 5.5%
I I ]
your company's total fraud losses over

the past 12 months, as a % of annual 2019 2020 2021 2022 2019 2020 2021 2022

revenues?

6‘ LexisNexis®
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revenues remains higher than before the pandemic (5.5% overall), with
Fintechs continuing to experience the highest hit.

Findings show that the average value of fraud as a percent of annual revenues has settled back slightly
towards the early pandemic period, after experiencing a spike as the pandemic progressed.

Average Value of SMB Lending Fraud as a % of Annual Revenues

Larger Banks/ Fintech/Digital
CUs ($10B+) Lenders
8.0%
6.8% 7.0%
6-1% 5.8%
5.4%
4.6%
] I I
2019 2020 2021 2022 2019 2020 2021 2022

2023 SMB Lending Fraud Study 17



oSty Key Finding #3: Channel Risks

-

Channel Risks

@‘ LexisNexis:
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Remote channel transactions are driving fraud, though there is
some uptick with in-person loan applications and fraud losses.

Over half of the applications are submitted through remote channels (online/mobile),

with a similar proportion of fraud losses attributed to these channels.

Banks/CUs are experiencing a limited uptick of in-person loan applications and fraud

losses as most banks resume normal in-person operations.

In the post-pandemic market, most lenders have changed their approach to detecting
and mitigating SMB lending fraud with online and mobile transactions. This includes
investments in training, increased staff and fraud detection solutions technology.

The above changes also include tightening protocols with online and mobile channels.

[CONFIDENTIAL |
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2023 SMB Lending

Fraud Study Online and mobile channels continue to be the primary source of SMB loan
origination, with a limited uptick of in-person applications among
banks/CUs. This could be a result of post-pandemic resumption of in-
person operations.

% of SMB Loan Applications Submitted/Loans Originated By Channel

M Online W Mobile M In-Person M Call Center
Smaller Banks/ Larger Banks/ Fintech/Digital
Overall CUs (<$10B) CUs ($10B+) Lenders

Channel Risks

F

Q3. Please indicate the percentage of

small and midsize business (SME) loans 2020 2021 2022 2020 2021 2022 2020 2021 2022 2020 2021 2022
that were originated, or applications

that were submitted, through each of

the following channels used by your

company (over the past 12 months).

&
:
&

6‘ I_eXi S N eX i S" WA = significantly or directionally different from 2021, within segment

RISK SOLUTIONS + = significantly or directionally different from other segments, 2022
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2023 SMB Lending
Fraud Study

Channel Risks

F

Q8b. Indicate the distribution of total
SMB lending fraud costs generated
through each of the following channels
currently used by your company (as a %
of total annual fraud losses).

WA = significantly or directionally different
from 2021, within segment

6‘ LexisNexis®

RISK SOLUTIONS

Relatedly, most SMB lending fraud losses continue to be generated via
remote channels, though with a slight increase of in-person losses
among banks/CUs.

Distribution of Fraud Losses

M Fintech/Digital Lenders

@ Call Center

M Overall B Mostly Digital Channels

E Online

47% 459

i% ] 34/0 II

B Smaller Banks/CUs (<$10B) Larger Banks/CUs ($10B+)

D Mobile

36% 37%

‘ In-Person

39% 39%

[CONFIDENTIAL |

34%
A
190 20% 22%
11% 11% 10% 11% 10% 9%
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froodstuds In the post-pandemic market, most lenders, particularly larger banks/CUs,

have changed their approach to detecting and mitigating SMB lending
E fraud with online and mobile transactions.

% Firms Indicating that Post-Pandemic Required a Change in Approach to Fraud Detection

Smaller Banks/ Larger Banks/ Fintech/Digital Mostly Digital
Overall CUs (<$10B) CUs (S10B+) Lenders Channels
Channel Risks
+
64% 60% 72% 57% 67%
Q20d: Has the post-COVID/new normal
made your organization to change its
approach to detecting and mitigating
SMB lending fraud as more transactions
took place through online and mobile
channels?
@ LexisNexis = significantly or directionally different [ CONFIDENTIAL| 2023 SMB Lending Fraud Study 21
RISK SOLUTIONS from other segments, 2022




2023 SMB Lending

Fraud Study Significantly more larger banks/Fintechs that have made changes to their
approach have included technology in those changes. Over half have also
integrated cybersecurity and the customer experience with fraud
detection solutions.

- The investment in training and labor occur across all segments. In addition, significantly more SMB lenders
have changed their online/mobile transaction policies since the pandemic.

Changes in Approach in Post-Pandemic Environment

mOverall Invested in Training Invested in Fraud Invested in More Labor
m Smaller Banks/CUs (<$10B) of Fraud Detection Teams Detection Solutions Technology to Support Fraud Detection
Larger Banks/CUs ($10B+) o 6106 61t 65% z&) A A A
Channel Risks M Fintech/Digital Lenders 0 0 0 0 0 9
/Dig 54% 54%  4eo 46%  45% 50% 55% 60 54%  55%

0,
-MOStly DigitalChannels l l . l . .5/ . . . . / . .

Integrated Cybersecurity with Integrated Digital/Customer Experience Changed Online/Mobile
Fraud Detection Solutions, Approaches with Fraud Detection Solutions Transaction Policies

.[ 60/o 60/0
48% gy, % 54% 48% 4% 440, 540/ A A

A
40% 39% 41% i
Q20e: In what ways did your 0%
organization change its approach to
detecting and mitigating SMB lending
fraud based on the new normal/post-

pandemic environment where more Durin

online and mobile channels?

6‘ I_eXi S N eXi S"’ WA = significantly or directionally different from 2021, within segment

RISK SOLUTIONS + = significantly or directionally different from other segments, 2022

[CONFIDENTIAL | 2023 SMB Lending Fraud Study 22




2023 SMB Lending

Fraud Stady As a result, most of the lenders that have made changes in online/mobile

transaction policies have decided to tighten them by adding new security
features/technology and multi-layer authentication. Some examples given
include geolocation, biometrics and SSL protocols.

Lenders that decided to loosen policies have done so primarily to get more business and increase revenue.

Post-Pandemic Changes in Online/Mobile Transaction Policies B Tighten policies Woosen policies
Smaller Banks/ Larger Banks/ Fintech/Digital Mostly Digital
Overall CUs (<$10B) CUs ($10B+) Lenders Channels

Channel Risks 8%

92%

Durin

F

Loosening Policies (v=8) Tightening Policies (v =26)
Q20f: Which best describes the way that * To get more business/increase revenue - 63% c New'security featur.es/t'echnology -38%
e C.ha:‘jge_d Or‘tg”e/mOb”e”alnsaC?O” « Already prepared to tackle fraud/equipped with up-to-date knowledge and * Multi-layer authentication - 23%
ﬁgéfj'eeiqic”é'ﬁvgimfnﬂ?orma 2255 systems - 25% * Educating clients (e.g. scam notification) - 12%
* Toallow automated payment transactions via digital wallet - 12% + Imposing restrictions on transactions (e.g. reduce limits for digital wallets and
*Findings are directional only as overall online transactions) - 12%

sample size is extremely smallN =11

6 Lexi S N eXi S“’ WA = significantly or directionally different from 2021, within segment

RISK SOLUTIONS + = significantly or directionally different from other segments, 2022 | CONFIDENTIAL | 2023 SMB Lending Fraud StUdy 23




2023 SMB Lending
Fraud Study

B

#2

Solutions Use

#5

@‘ LexisNexis:
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Key Findings: Solutions Use

SMB lenders expect that they will continue to invest more in
fraud prevention, with smaller banks/CUs, Fintechs and those

with mostly digital channels being particularly likely to

increase staffing on fraud teams.

Lenders indicate increasing staffing on fraud teams, launching special fraud
prevention initiatives and spending more on vendor solutions to curb SMB

lending fraud.

And while more SMB lenders indicate use of email and phone risk verification
than previous years, the use of digital identity and advanced transaction

verification solutions remains limited.

The more common barriers to investing in fraud mitigation solutions include
the lack of time to train staff, competing budget priorities and cost of solutions.

[CONFIDENTIAL |
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2023 SMB Lending
Fraud Study

#1

Solutions Use

Q14. In 2023, at what level will your
company invest to prevent SMB lending
fraud from targeting it?

WA =significantly or directionally different
from 2021, within segment

6‘ LexisNexis®

RISK SOLUTIONS

A significant majority of SMB lenders expect to increase their investment

in fraud prevention resources.

Smaller Banks/

Overall CUs (<$10B)

. . 90% 0
Firms Expecting to 3% 910/0
Increase Investments 71%
in Fraud Prevention
m2020 W2021 2022

72% 69%
1-10% over
prior year
Level of SMB 2021 45% 45%

e 2020 1% 73%
Lending Fraud
Prevention
| t t A

vestmen 31% 33%

prior year
2021 29% 25%
L 2020 13% 11%
[CONFIDENTIAL|

SMB Lending Fraud Prevention Investment

Larger Banks/

CUs (S10B+)

88%
81%

75%

44%

43%
66%

32%

38%
20%

Fintech/Digital

Lenders

9%
87%

70%

v
39%

48%
64%

v
30%

39%
18%

Mostly Digital
Channels

40%

48%
86%

30%

31%
6%

2023 SMB Lending Fraud Study
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T Lenders are increasing staffing on fraud teams, launching special fraud

2
A

prevention initiatives and spending more on vendor solutions to curb
SMB lending fraud.

Smaller banks/CUs, Fintechs and those with mostly digital channels particularly prefer hiring more people on
their fraud teams. Compared to 2021, larger banks/CUs are more likely to invest more in vendor solutions.

Activities Being Undertaken to Curb SMB Lending Fraud

Q «

W Increasing staffing on fraud teams W Special fraud prevention initiatives M Increasing spend on vendor solutions
Smaller Banks/ Larger Banks/ Fintech/Digital Mostly Digital
Overall CUs (<$10B) CUs (S10B+) Lenders Channels
A+
A + A 83%
73% 70% A 70%

66% 67%
° 61%  60% 60% 579% ~ ©1%

v 57%
47%

Solutions Use 55% 54%

I 2021  63% 64% 55% 63% 63% 56% 60% 68%  49% 57% 62% 64% 67%  59% 63%
] e 2020  65% 70% 54% 66% 68% 54% 60% 1%  54% 58%  58%  51% 83%  52% 74%
Q15. What |n§ernal activities is your
company taking to curb SMB lending 2019  53% 79% 38% 58% 76% 36% 40% 87% 45% 45% 82% 36% N/A

fraud from targeting your company?

WA = significantly or directionally different from 2021, within segment

+ =significantly or directionally different from other segments, 2022

6 LexisNexis [CONFIDENTIAL| 2023 SMB Lending Fraud Study 26
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frodstady In comparison to 2021, more SMB lenders indicate use of email and phone risk

verification, as well as some uptick with device ID/fingerprint. However, the use of
digital identity and advanced transaction verification solutions remain limited.

F Miticati .
Digitalidentity raud Mitigation Solutions Usage

ve;’lf;.catlon Basic Verification & Advanced Identity Authentication Solutions {\dde\l:triltceg
(SjZSLilglr?gj ,?c:e Transaction Solutions Active/Interactive Passive/Digital Identity-based Transac¥ion
address unique c o Verification
wS Aag = S Solutions
threats from g5 29 2 - 89 _ o z
. s o < R%} < e £B =92 %] © < c o
online and S $8 4o E | oo o S  g&g Sft 2 o S 2 o5 3T5
. 25 o3¢ Y EE | 25 % £ 538 S8E & % 52 08 2F ETw B8 uw
mobile channel g2 “Zps =232 25 | 52 5 Q. gf¢ BER ZF @£ g5 8 g5 FE82 EQS
transactions §8 3%z% 3% 3 | 28 > i cs8 Z88YL g2 o2 38 g =% ®sg 288
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frodstady The more common challenges to investing in fraud mitigation solutions include

the lack of time to train staff, competing budget priorities and cost of solutions.
B

) Barriers to Investing in Fraud Mitigation Solutions
Lenders with mostly

digital channels are also . .
gt' larlv likelv t Lack of time to trainstaff 202
par IC'U arty i e.y (0] on new solutions 2021
experience barriers 2020
#1 arising from the impact of 2022
disparate/legacy systems Competing budget priorities 2021
on integration of solutions. 2020
2022
. Costof solutions 2021
Mostly Digital Channels
2020
2022
c , Lack of knowledgeable staff
ompeting . . 2021
budget 73% to implement solutions 020
Solutions Use priorities o 2022
Concerns about decreased productivity 001
as staff learns new solutions
Impactof 2020
disparate/legacy 2022
~ systemson 63% Concerns that solutions will be outdated 001
integration of quickly given the evolving nature of fraud
solutions 2020
. 2022
Impact of disparate/legacy systems 2091
S e e T Lackof time on integration of solutions 2020
o ICN O efrolowing, It any, have .
been barriers to investing |%1 fraué/ totrain Sltatffon 60% 027
i i i new solutions . .
?r;ealde;t'on solutions for SMB lending Perceptions that the level of fraud experienced

2021
2020

isn’t enough to justify investing in solutions

WA =significantly or directionally different
from 2021, within segment
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2023 SMB Lending

Fraud Study However, more SMB lenders are perceiving their organizations as being
very effective at identifying fraud targeting their companies.
=

Effectiveness at Identifying SMB Lending Fraud

W Very effective B Somewhat effective H Not at all
#
K : Smaller Banks/ Larger Banks/ Fintech/Digital Mostly Digital
Overall CUs (<$10B) CUs ($10B+) Lenders Channels

57%

Solutions Use

43%

F

2020 2021 2022 2020 2021 2022 2020 2021 2022 2020 2021 2022 2020 2021 2022

Q4A. How effective do you think your
company is at identifying small and
midsize business (SMB) lending fraud
targeting your company?

WA =significantly or directionally different
from 2021, within segment
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2023 SMB Lending

Fraud Study Key Findings: Smart Practices

Study findings show that lenders which use a multi-layered
solutions approach that integrates with cybersecurity and the
digital channel operations can be more effective at detecting
A n and mitigating fraud and its costs early.

2
A

This also includes solutions that assess both the physical and digital identity
attributes, as well as the risk of the transaction itself.

Findings show that firms following this smart practice can achieve a lower
percentage of fraud costs to annual revenues by being more effective at
detecting fraud at the point of origination.

Smart Practices

@‘ LexisNexis:
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Smart Practices
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Fraud has become more complex; various risks can occur at the same time
with no single solution. Fraud tools need to authenticate both digital and
physical criteria, as well as both identity and transaction risk.

Compared to traditional in-person transaction environments, remote channel applications require a more
dynamic approach to fraud detection and prevention.

Account-related Synthetic Botnet .
Fraud Identities Attacks Mobile Channel

Digital Services

Fast transactions, easy synthetic Breached data requires Need to authenticate Mass human or Source origination andinfected
identity and botnet targets; more levels of security, as the whole individual automated attacks devices add risk; mobile bots
need velocity checking to well as authenticating the behind the transactionin often to passwords and malicious malware makes
determine transaction risk person from a bot or order to distinguish from, and credentials or authentication difficult;

along with data and analytics syntheticID fake identity based infect devices need to assess the device

to authenticate theindividual on partial real data and the individual

. Assessing the Authenticating the Authenticating the
Solution Transaction Risk Physical Person Digital Person
Options - : o
P Velocity Checks/Transaction Scoring: Basic Verification: Verifying name, address, DOB Digital Identity/Behavioral Biometrics: Analyzes
s Monitors historical transaction or providing a CWV code associated with a card. human-device interactions and behavioral patterns,
= = patterns of an individual against Solution examples: Check verification services; such as mouse chqks and keystrokes, to discern between
= = fcheir current transactions to detect payment instrument authentication; arealuserand an mpostor by recognizing normal user
if volume by the cardholder match name/address/DOB verification. and fraudster behavior.
;u up or if there appears to be an Solution examples: Authentication by biometrics;
irregularity. Active ID Authentication: Use of personal data email/phone risk assessment; browser/malware
Solution examples: Real-time known to the customer for authentication; or tracking; device ID/fingerprinting.
transaction scoring; automated where user provides two different authentication . . . '
transaction scoring. factors to verify themselves. Device Assessment: Uniquely identify a remote
Solution examples: Authentication by challenge computing device or user.
or quiz; authentication using OTP/two-factor. Solution examples: Device ID/fingerprint; geolocation.
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Smart practice fraud detection and mitigation involves a layering of
different solutions to address unique risks from different channels, payment

methods and products. And it goes farther by integrating cybersecurity and
digital channel operations with fraud prevention efforts.

Integration
Tools & Capabilities with
Fraud Prevention Approach

* Cybersecurity Alerts

* Social Media
Intelligence

* Al/ML Models

* Crowdsourcing

* Cybersecurity
Operations

* Digital/Customer
Experience
Operations

\

Fraud Detection & Prevention Solution Layering

Address both
identity and
transaction

fraud risks

Different
challenges and
risks for mobile

versus online

Different risks
selling digital vs.
physical goods

Botnets and malware
can compromise
mobile devices;
authenticate

both the user

and device

Integration of Cybersecurity and Digital Customer Experience

Operations with Fraud Prevention Approach

[CONFIDENTIAL |

Strategy and Focus
Minimizing Friction While
Maximizing Fraud Protection

* Tracking successful and
prevented fraud by both
transaction channel and
payment method

* Use of digital/passive
authentication solutions
to lessen customer effort
(let solutions do the
work behind the scenes)

* Assessing both the
individual and
transactional risk

2023 SMB Lending Fraud Study
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2023 SMB Lending

Fraud Study Study findings show that SMB lenders using a smart practice approach of
multi-layered solutions that includes integration with cybersecurity/
2 digital channel operations can be more effective at detecting fraud
early and experience a lower cost of fraud impact on revenues.

Smart Practice Use of a Multi-layered Solutions Approach Including

Integration with Cybersecurity and Digital Channel Operations No Yes
Fraud cost as a % of annual revenues 5.6% 4.3%

2 % that catch SMB lending fraud at the point of origination 18% 50%

% very effective at detecting and mitigating SMB lending fraud 36% 85%

% of SMB lending fraud attributed to COVID impacts 60% 40%

Multi-layered with

Layers of Protection Limited Digital Identity

Common Authenticate using payment instrument, name/address/DOB
Core Solutions verification, positive and negative lists, government-issued ID

EL3 Smart Practices

Many v
Advanced ID Challenge questions/quiz, OTP/2-factor, biometrics, behavioral
r Authentication biometrics, email risk and verification, phone # risk and verification, Minimal v
Solutions browser/malware tracking, geolocation, device ID

Advanced ID and

. Automated transaction scoring, . .
e .Transac.tlon real-time transaction scoring Minimal v
Verification Solutions
Average # advanced solutions used 4 11
6 LexisNexis |CONFIDENTIAL | 2023 SMB Lending Fraud Study 33
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2023 SMB Lending

Fraud Study Recommendation #1: Assess Digital Identity Attributes

Identity proofing should include assessing digital identity attributes.

Technology is key to this effort of detecting and mitigating fraud while

minimizing friction.

* Identity proofing involves both verification and authentication. Verification relates to self-provided data (date of birth,
national ID number, address, etc.) to determine if the person/identity is real and that the data relates to a single identity; this

is particularly important with the rise of synthetic identity fraud. Authentication is about confirming that the personis
legitimate (who they say they are).

* To minimize fraud, organizations can no longer rely on manual processes with the assistance of limited technologies to
reduce challenge rates, manual reviews and costs.

* Thedigital transformation among consumers to more online and mobile transactions means that more of these transactions
are occurring in an anonymous environment compared to traditional in-person interactions. Businesses need to also assess
the device risk, as well as the online/mobile behaviors and transaction risk. Assessing only the physical identity attributes
(name, address, date of birth, Social Security Number, etc.) will not help businesses authenticate the identity.

* Businesses need a robust fraud and security technology platform that helps them adapt to this changing digital environment,
offering strong fraud management and resulting in reduced friction for genuine customers.

* Deploying technologies that are able to recognize legitimate customers, mitigate fraud and build the fraud knowledge base to
r Recommendations streamline on-boarding can prevent account takeovers and detectinsider threats.

* Usingvaluable data attributes like users’ login from multiple devices, locations and channels is essential for identifying risks.

* Enabling integrated forensics, case management and business intelligence can help to improve productivity.
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Recommendation #2: Multi-Layered Solution Approach

* Single point protection is inadequate and results in single point of failure

A multi-layered solution approach is required — customized to each
phase of the customer journey and transaction channel.

» As consumers transact across locations, devices and geographies, user behaviors, such as
transaction patterns, payment amounts and payment beneficiaries are becoming more varied and

less predictable.

* Further, each stage of the customer journey is a unique interaction, requiring different types of
identity verification, data and solutions to let your customers in and keep the fraudsters out.

* We recommend adopting a multi-layered, strong authentication defense approach. This includes a
single authentication decision platform that incorporates real-time event data, third-party signals

and global, cross-channel intelligence.

[CONFIDENTIAL |
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2023 SMB Lending

Fraud Study Recommendation #3: Protect Endpoints

Mitigate fraud at the first point of the customer journey by protecting
endpoints and using digital identity solutions and behavioral analytics

- that assess risk while minimizing friction.
Q

* New accountopening is the customer journey point where fraudsters can become established, causing
#2 problems at later stages. It is also the first point of contact for many legitimate customers; too much
friction and they may abandon the effort.

* Use technologies that recognize your customers, determine their point of access and distinguish
them from fraudsters and malicious bots. Layered solutions empower your organization to apply
more or less fraud assessment in order to optimize this with the customer experience.

+ Add transaction risk technology to the layering of digital attributes, behavioral analytics and
device assessment solutions during the transaction/distribution of funds journey point.

#5

-r Recommendations
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About LexisNexis Risk Solutions

LexisNexis® Risk Solutions harnesses the power of data and advanced analytics to provide insights that help businesses and governmental entities reduce risk and improve decisions to benefit people around the globe.
We provide data and technology solutions for a wide range of industries including insurance, financial services, healthcare and government. Headquartered in metro Atlanta, Georgia, we have offices throughout the
world and are part of RELX (LSE: REL/NYSE: RELX), a global provider of information-based analytics and decision tools for professional and business customers. For more information, please visit www.risk.lexisnexis.com
and www.relx.com. Our solutions assist organizations with preventing financial crime, achieving regulatory compliance, mitigating business risk, improving operational efficiencies and enhancing profitability.

This document is for informational purposes only and does not guarantee the functionality or features of any LexisNexis Risk Solutions products identified. LexisNexis Risk Solutions does not warrant that this document
is complete or error free.

LexisNexis and the Knowledge Burst logo are registered trademarks of RELX Inc. Other products and services may be trademarks or registered trademarks of their respective companies.
Copyright © 2023 LexisNexis Risk Solutions Group. NXR15786-00-0123-EN-US
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