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Uncovering Synthetic
|dentity Fraud

Better understand how a leading fraud threat
hides in plain sight

Capture more of the emerging consumer market while managing
synthetic identity fraud exposure.

Today’s saturated market sets up fierce and fast competition for new
customer acquisition. Being first-to-market with emerging consumers
including Millennials, Zillennials and recent U.S. immigrants supports a
competitive advantage that propels long-term growth. The highly coveted
new entrant demographic provides the perfect cover for enterprising
fraudsters to perpetrate lucrative synthetic identity fraud schemes. How
can businesses effectively acquire thin-file consumers while detecting and
rejecting illegitimate applicants? Discover the common signs of synthetic
identity fraud and the strategies to capture emerging consumers while
mitigating synthetic identity fraud.
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Opportunity and expert evasion fuel synthetic identity fraud

Traditional fraud prevention tools often overlook synthetic identity fraud in the
emerging consumer. An internal analysis found that 85% of synthetic identities were
not flagged by third-party fraud models.* Over 50% of the synthetic identities had a
credit score greater than 650.2

Sophisticated fraudsters create synthetic identities and carefully curate a credit
footprint before monetizing the synthetic identity and cashing out. The means to build a
synthetic identity’s credit profile mirror those of a legitimate consumer:

. Credit piggybacking: Adding an identity as an authorized user to a legitimate account

. Approval shopping: Establishing credit with one or more lenders that will approve
“credit invisibles” that national credit reporting agencies cannot score

Masking a synthetic identity as an emerging consumer increases the difficulty of
detection. Further complicating the threat, losses tied to synthetic identities are often
miscategorized as credit losses since synthetic identities are not associated with real
consumers who would report identity theft.

Synthetic identities are concealed in credit defaults

LexisNexis® Risk Solutions supported the Federal Reserve in the creation of an
industry-recommended definition for synthetic identity fraud. For this white paper,
we distinguish between two sub-types of synthetic identity fraud, each of which pose
different challenges:

. Manipulated synthetic identities: Individual consumers make small changes to
their own personally identifiable information (PII) to avoid association with poor
credit performance. As a result, manipulated synthetic identities are not assessed
accurately, according to their actual risk level, masking a potential inability to
repay and risk of credit defaults.


https://risk.lexisnexis.com/about-us/press-room/press-release/20210721-fraud-intelligence-synthetic-score
https://fedpaymentsimprovement.org/wp-content/uploads/synthetic-identity-fraud-definition-overview.pdf
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. Manufactured synthetic identities: Fraudsters combine fictitious and real
identity elements to create new identities that do not associate with a real
person, often evading third-party fraud solutions. Sophisticated fraudsters use
a systematic approach to establish a credit footprint for the synthetic identity
and incrementally increase the amount of credit the identity acquires before
maximizing the total credit available and “busting out”— leaving no victim
to report an identity theft and no defined indicators or patterns to inform
retroactive fraud defenses.

Data profiles differ between traditional credit defaults associated with financially
distressed consumers and credit defaults associated with likely synthetic identities.
Among the credit defaults in accounts for a leading lender that were charged off within
12 months of account opening, 6% met the criteria of manufactured synthetic identities.
Manipulated synthetic identities held one-in-five accounts.?

Figure 1: The penalty of confusing synthetic identities with never-pays.
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Identity anomalies help unmask synthetic identities

LexisNexis Risk Solutions conducted an in-depth analysis with proprietary techniques
to distinguish legitimate emerging identities from synthetic identities. Common
defining characteristics emerged to help distinguish applicant groups, including:

Network emergence patterns: Synthetic identities lack a linear emergence path
that legitimate identities typically follow, such as earning a driver’s license or
registering to vote. Synthetic identities often show a high velocity of applications,
in spite of appearing on file with just a single credit reporting agency.

No family connections or associates: Nearly one half (45%) of likely synthetics
have no evidence of family. Identities without any known associates demonstrate
extremely high risk, with a default risk 14.7 times the baseline rate.*

Co-mingled contact elements: Synthetic identities frequently share contact
information to increase efficiency for bad actors. Contact field crowding, where
multiple identities “crowd” into the same phone number, address or email
address, indicate elevated risk. For example, when a phone number has been
associated with four or more credit inquiries in recent months, it is 14 times
more risky.

Figure 2: Email existence is critical to identifying synthetic identities
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*Losses are a subset of all credit losses based on early payment default, never pay, and bust out behaviors
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. Synthetic identities tend to remain static over time: Over a 24-month period, 99%
of synthetic identities remain the same while 38% of new emergent population’s
information evolves over the same timeframe.¢

. Phone numbers as a focal point: Synthetic fraudsters often re-use phone
numbers. When a phone number has been associated with four or more credit
inquiries in recent months, it is 14 times more risky.

Figure 3: Synthetic fraudsters use phone numbers as a focal point
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Harnessing a fraud threat that follows reverse identity patterns

Traditional third-party identity theft solutions and credit screening models overlook
synthetic identity fraud because most synthetic identities are not associated with real
consumers. Synthetic identities evade detection by combining viable identity personas

with an established credit history.

Although some synthetic identities may possess fictitious credit reports, they are more
often seen as bureau no-hits. Synthetic identities are typically not seen across multiple

bureau sources which makes it critical to evaluate an identity’s existence across

multiple and reputable sources.

Figure 4: Traditional approaches overlook synthetic identity fraud
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The following chart illustrates the differences our study found comparing synthetic
identities to distressed consumers and third-party frauds. Distressed consumers and
third-party frauds are twice as likely as synthetic identities to have relationships, and
31x to 52x more likely to have files at the major credit bureaus. Synthetic identities
tend to appear younger, an attempt to hide among emerging thin-file consumers.

Far fewer authoritative sources correlate the Social Security Numbers and names of
synthetic identities.®

Figure 5: Synthetic frauds vs. third-party frauds vs. distressed consumers
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Help improve portfolio growth by defending against more
synthetic identity fraud

Competing more effectively in the emerging consumer market starts with an accelerated
customer acquisition process that accurately recognizes legitimate customers, speeds
approvals and mitigates fraud threats. Balancing approval speeds with increased confidence
demands a fraud-prevention approach that assesses applicant identity and application
behavior in real time. Unfortunately, it’s beyond the scope of any single organization to
aggregate and maintain these data on a continuous basis.

Networks that systematically pool application data and fraud feedback, and resolve
consumer identity more accurately, help to avoid synthetic identity fraud risk while
accelerating approvals and onboarding. The bigger and fresher the networks, the more
reliable the risk signals.

LexisNexis® Fraud Intelligence Synthetic Scores stops more synthetic identities while
expediting legitimate applicants. Differentiated insights into critical data interconnections,
inconsistencies and fraud patterns in application profiles derive from the LexisNexis®
Inquiry Identity Network, a leading authority in consumer identity and new account
acquisition fraud. As a result, investigative resources better focus on high-risk applications
more efficiently, while legitimate applications proceed with less friction and delay. Forward-
thinking organizations grow their portfolios with more confidence.

18 LexisNexis® Risk Solutions, Internal Research, March 2021

Uncover more synthetic identities via LexisNexis Fraud Intelligence.

Visit risk.lexisnexis.com/products/lexisnexis-fraud-intelligence#synthetic,
call 408-200-5755 or email contactusnow@lexisnexisrisk.com
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About LexisNexis® Risk Solutions

LexisNexis® Risk Solutions includes seven brands that span multiple industries and sectors. We harness the power of data, sophisticated
analytics platforms and technology solutions to provide insights that help businesses and governmental entities reduce risk and improve
decisions to benefit people around the globe. Headquartered in metro Atlanta, Georgia, we have offices throughout the world and are part of
RELX (LSE: REL/NYSE: RELX), a global provider of information-based analytics and decision tools for professional and business customers.
For more information, please visit LexisNexis Risk Solutions and RELX.

The LexisNexis Risk Solutions services referenced herein are not provided by “consumer reporting agencies,” as that term is defined in the Fair Credit Reporting Act (15 U.S.C. § 1681, et
seq.) (“FCRA”) and do not constitute “consumer reports,” as that term is defined in the FCRA. Accordingly, the LexisNexis Risk Solutions services referenced herein may not be used in
whole or in part as a factor in determining eligibility for credit, insurance, employment or another purpose in connection with which a consumer report may be used under the FCRA.
LexisNexis and the Knowledge Burst logo are registered trademarks of RELX Inc. Other products and services may be trademarks or registered trademarks of their respective companies.
© 2023 LexisNexis Risk Solutions. NXR14904-02-0923-EN-US
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