
A Clear Vision, But A 
Long and Winding Road
Healthcare technology leaders reveal progress, priorities and challenges  
for healthcare delivery in the drive toward richly connected care



We checked in on the state of technology in healthcare.  
This is what we learned. 

In our third annual focus groups of 
healthcare CIOs, all members of the 
College of Healthcare Information 
Management Executives (CHIME),  
the pulse beats somewhere between  
“Bring it on!” and “Let’s not  
get too ahead of ourselves.” 

These director and C-level professionals 
came together in early 2020 before 
COVID-19 became a crisis in the  
United States. Their discussion focused 
on a variety of topics ranging from data 
privacy to the impact of data on patient 
care quality. While the pandemic has no 
doubt pushed new priorities ahead of old 
ones, these conversations around data 
governance, privacy and how to address 
vulnerable populations are still relevant 
—  and in some cases even more urgent — 
as we look to optimize healthcare delivery 
in a post-COVID world. For example, the 
pandemic served as a sort of proving 
ground for how ready access to data can 
inform decisions about population health, 
wellness and care capacity. 

Ideas around connected healthcare continue 
to stir the imaginations of people both 
inside and outside of hospital walls. But 
as global technology behemoths speak of 
mobile health records, personal health data 
exchange and wearable monitors, a healthy 
dose of reality resonates among the people 
charged with making it happen in the 
patient care environment.

As one health system IT executive put 
it: “Tech giants are talking about these 
revolutionary ideas. Meanwhile we’re 
just trying to make sure we have the 
correct patient contact information.”

Indeed, the success of connected care begins 
with the quality and reliability of patient 
data. Something care providers of all sizes 
struggle to maintain, especially now.

Data governance was just one discussion 
point in a conversation that took many 
turns, always pointing back to the goal of 
connected care. As technologies evolve, 
external legislative pressures mount and 
a “new normal” settles in, organizations 
are putting the “pedal to the metal” on 
exchanging, integrating and securing data, 
with varying degrees of progress.
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NOTE:  Direct quotes featured throughout this white paper came 
from participants of the 2020 CHIME focus groups.



BACK TO BASICS

There’s no doubt that connected care is an ambitious goal. 

No two patients are alike — and neither is their health status. It takes a 
complex ecosystem of clinicians, organizations and systems to deliver high 
quality care to each individual. Additionally, COVID-19 has amplified the 
need to better understand how social factors impact patient health, care 
access and outcomes.

Security and privacy have always taken top priority, but high-profile 
data breaches have put these issues on a very public stage, especially with 
the move to telehealth and remote workforces. The lens is even more 
critical on identity management practices and security protocols.

At the same time, data-sharing regulations governed by Office of the 
National Coordinator for Health Information Technology (ONC) are 
generating concern and conversation. These mandates — meant to 
empower patients with greater choice and accessibility — threaten  
the data protections health systems work so hard to maintain. 

Patient data is the connective tissue that will  
make the vision of connected care a reality.  
But it requires a strong data governance strategy —   
a cross-functional one — to ensure data is captured, 
correct and shared only as authorized. IT, business 
and clinical roles must have a voice in the process 
and lend their support.
  
Our focus group indicates that this cultural shift  
is starting to happen in healthcare organizations. 
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THE CHANGING ROLE OF THE CIO

This year we heard more about CIO 
accountability than in previous years.  
This group talked about their role in providing  
the tools necessary to deliver high quality care —  
and how their knowledge can be leveraged to 
deliver care more efficiently and cost effectively. 

2020 PRIORITIES

This year’s focus group revealed strong progress in many areas: implementing EHRs, 
piloting new methods of care, delicately managing infrastructure through mergers  
and acquisitions...the list goes on. But there’s still work to be done. 

Top of mind priorities for 2020 include:

2 31
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Interoperability  
(including mobile capabilities)

Cybersecurity Facilitating Social Determinants 
of Health Analysis



INTEROPERABILITY 

Data exchange continues to be an uphill battle. 
Marrying new applications with legacy technology 
is not a new problem — but an increasingly difficult 
one amid a backdrop of change and uncertainty. 
Interoperability will be ever more critical to addressing 
perpetual healthcare challenges as well as unexpected 
contagions. Sharing patient data between relevant 
parties — with speed and utmost record integrity — is 
an essential need. Every new “smart” medical device, 
consumer health app, and health system consolidation 
adds complexity and risk to that goal. Patient data 
touchpoints may be seamlessly networked — or exist  
in dribs and drabs across a patchwork of systems.  
Even the word “touchpoint” takes on new meaning  
in a socially distanced “touchless” world.   

Interoperability is about building a technology ecosystem 
around one entity: The patient. Or rather, millions of them.

“We see hundreds of different EHRs across  
hospital systems. But that doesn’t touch the  
ambulatory market and certainly not post-acute.  
What we’re trying to accomplish is a full view of  
all the encounters — everywhere a patient can be.  
It’s not all just about connecting two (EHR) vendors.”

Here’s the rub:

Without a common patient identifier, true interoperability remains elusive.  
Congress seems to be warming up to the idea of a National Patient Identifier (NPI), 
recently directing the ONC to work with federal agencies to study and report on methods 
of patient matching.1 Our focus group participants acknowledged that the concept of  
NPI feels “scary” to consumers, and expressed skepticism that it will come to fruition 
anytime soon. However, these executives did agree a common identifier of some sort is 
essential to correct linking and verification of disparate patient records. “It’s a lynchpin  
to all of this working well and we’ve got to address that somehow,” said one respondent. 
Patient matching problems in the wake of COVID-19 has fueled the sense of urgency. 

1
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1 HealthITSecurity. “Congress Directs ONC to Support National Patient Identifier Efforts,” December 19, 2019



A measured approach

Interoperability is meant to not only connect care providers and information but also 
create a better patient experience. However, security is priority one; the focus group 
emphasized that simplified access (for both clinicians and patients) cannot  
take precedence over privacy.

Thought-Starter:

You don’t have to be in limbo waiting for a National 
Patient Identifier. There are ways to leverage a  
third-party data partner to create a non-SSN unique 
identifier for each individual that can be used to help 
cleanse and aggregate the data across systems. 

A few participants mentioned using a master  
patient index to serve as the common identifier. 
While leveraging a master patient index is helpful within 
a single environment, it very quickly breaks down  
when you have to work across multiple patient indexes. 

CARE PROVIDERS
PATIENT 

INFORMATION
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CYBERSECURITY

Clearly, healthcare organizations have their hands full 
as patient touchpoints increase and regulations require 
broader access to patient data. The pandemic created 
a surge in telehealth — usage jumped 6,000% between 
March and April, 2020 — forcing providers to act fast, 
with a fresh look at security.2

“Wild West” of apps

Imagine your department being asked to allow patient data  
to be viewable on a consumer app you’ve never heard of.  
With the new ONC regulations, technology professionals face  
this very scenario and the focus group had a lot to say about it:

2 LexisNexis:registered: Risk Solutions COVID-19 Data Resource Center-Claims Data 
3 FierceHealthcare, “IT experts urge stronger oversight of patient data in the Wild West of consumer apps,” December 16, 2019

2
Worth noting: CHIME has publicly expressed concern 
that the regulations hold providers and EHR vendors to a 
different standard than third-party apps. “This creates an 
unlevel playing field and further perpetuates the notion 
that healthcare apps are the Wild West.”3 
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The discussion revealed some confusion about who owns 
responsibility for patient data used in third-party apps. 
Some interpret the regulations to mean that healthcare IT 
departments technically aren’t responsible if the breach 
happens downstream. Others believe the regulations put 
ultimate responsibility on the originator of the data. 

“�How do you protect the identity of the patient when  
you don’t have full control over who can access it or  
how they manage it?”

“�In considering third-party apps we need to not only protect 
against unauthorized access but also prevent handing it out 
freely. Are we sharing data appropriately, in a permissible 
fashion? We’ve become a bit sloppy as an industry.”

1
2



NEW TECHNOLOGIES IN THE MIX

Digital transformation intensifies the focus  
on cybersecurity. Health systems walk a fine  
line to deliver the services consumers and  
providers want while protecting their data.

“�Mobile” takes many forms in  
these organizations 

• �Providers implement tools such as  
patient portals and text notifications  
to enhance the patient experience. 
These have ramped up to facilitate social 
distancing, bringing novice users into  
the fold. Simplicity and ease of use has to 
be considered without sacrificing security.

• �In the clinical setting, care teams rely on 
a growing number of smartphone and 
tablet-controlled devices to assist with IV 
infusions and other tasks. 

These enablements add significant  
value but also unprecedented complexity 
and risk. 

Questions around the cloud 

Decisions about moving to the cloud don’t 
come easy for this group. Participants said 
that newer cloud-based EHRs and hybrid 
cloud/on-prem solutions force them to 
rethink long-standing ways of doing things.

• “�How are the security profiles the same  
or different? Do we have to change how 
we manage them? In some cases there 
are new risks that surface from a  
hybrid approach.”

• “�We’ve gone to a new hosted EMR, so it’s 
changed some of the security issues that 
we thought we had under control but 
now have to revisit.”
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Thought-Starter:

Several members of the group spoke of the constant 
struggle to balance competing goals of user experience 
and security. Patients and clinicians alike expect 
quick and easy system access. This typically leads 
organizations to favor single-factor authentication in 
lieu of the best-practice multifactor approach.

However, there are a number of passive, behind  
the scenes authentication tools that can deliver 
friction-free access without sacrificing security.  
It’s the best of both worlds.
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SOCIAL DETERMINANTS OF HEALTH

A year ago this subject was barely on the radar for 
this audience, and mostly rested on the shoulders of 
patientcare executives. COVID-19 brought it screaming 
to the forefront. The data showed that the virus spread 
most quickly through densely populated cities, and 
disproportionately impacted vulnerable populations.

Today, those charged with managing data, technologies 
and systems find they have an increasing role in driving 
health outcomes. 

Social factors account for over 1 in 3 deaths a year 
in the U.S.4 As part of the value-based care model, 
organizations are tasked with incorporating social  
data sets into their modeling to zero-in on those 
patients needing the most help. 

According to focus group feedback, this process is somewhat ad hoc. Most mentioned 
collecting SDOH data via surveys, often administered at the point of care.  
However, some aren’t yet collecting or aggregating this data at an enterprise  
level or managing it in a systematic way. Only a few said they have the capability  
to package it as useful clinical decisioning support and business intelligence  
for providers. Most are not yet using third-party data to support these efforts.

“I can’t directly improve quality outcomes, but I am a piece in the value chain.” 

3
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4 Kaiser Family Foundation, Beyond Health Care: The Role of Social Determinants in Promoting Health and Health Equity, May 10, 2018



Thought-Starter:

Surveys are helpful but problematic when used as 
the sole collection method.

Consider using third-party data alongside clinical 
and patient-supplied data to develop a more holistic 
picture of the individual. For instance, adding certain 
socioeconomic data attributes can help you better 
predict 30-day hospital readmissions. Be sure to 
analyze data at the address level; zip codes often  
cover a broad range of income levels, crime rates  
and other factors, making it difficult to truly 
understand a patient’s environment.

Patients may be 
embarrassed, 
unwilling or don’t 
know to provide 
detailed information. 
(Example: “Food 
insecurity.”)

It is heavily reliant 
on patient-provider 

interaction. If a patient 
isn’t going to the doctor 
consistently, it’s harder 

to get a read on their 
overall health.

Manual data 
entry is subject 
to errors.

Data quickly 
becomes  

outdated.
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IN CLOSING: CONNECTING CONVERSATIONS AND INSIGHTS

Health system technology departments 
can’t achieve the vision of connected care 
by working in isolation. It requires a true 
team approach. Leaders from all parts 
of the organization have to be willing to 
participate in tough conversations about 
data governance and data security — and 
take ownership as appropriate.

Focus group participants report good 
results when rallying support from 
stakeholders across the enterprise: 
Information Security, Privacy, Operations, 
Compliance, Clinical and Accountable Care. 
By bringing the right people to the table, 
they are better able to find solutions that 
meet multiple objectives: 

“(Collaboration is about) asking 
questions, making sure there’s a 
strong business case — and that 
investments are aligned to that and 
not just to the whims of a director.” 

As the COVID-19 fight has continued,  
we’ve seen organizations proactively  
come together to share data and knowledge 
in an effort to better understand the  
disease and optimize care delivery.  
Cross collaboration between health systems, 
government agencies and academia will 
remain critical in the future, helping to 
forge a faster path to data-driven insight 
around issues like resource allocation, 
improved outcomes, disease prevention 
and cost containment. At LexisNexis®  
Risk Solutions, we were proud to be a 
part of the initial collaborative efforts, 
creating the COVID-19 Resource Center 
in the height of the pandemic. And 
we’re committed to helping healthcare 
providers and researchers continue to 
create coordinated, effective responses to 
tomorrow’s biggest health challenges.

Satisfying patient  
experiences

Reduced risk

Improved operational  
controls & efficiencies
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