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The Genesis of Structured Adverse Media
Mainstream Media - The perpetual source of News

Every day around the world, newsworthy events are reported across millions of newspapers and thousands of news
channels either in printed, electronic, radio or television formats in a variety of languages and with different level of
detail depending on the visibility, sensitivity, scope and impact of the event being reported.

Such events may be limited to a small community or a city or may be significant enough to be reported at a
national, regional or global level. Some of these events may generate only a handful of media postings while others
may trigger continuous coverage for extended periods of time in the local media, followed by additional pickup
across global media channels.

Some media channels have a longstanding trustworthy reputation, and they are known as reliable and thorough
sources of confirmed information that can confidently and objectively be used to draw conclusions. Some

trusted channels also license information from global news agencies around the world and then post the licensed
content through their own delivery channels. The universe of media channels is not free of noise as there are some
channels that often release unconfirmed, inaccurate or partial information that is of little or no value to support
comprehensive enhanced due diligence decisions.

The mainstream media machinery is an organism that is continuously growing; the universe of news releases is ever
expanding even faster through the worldwide web, and as it expands so does the amount of noise that comes with
it. For this information to be useful and effective for Risk and Compliance purposes, it is necessary to simplify the
universe of news by selecting only the topics that are relevant and obtained from the most trustworthy primary
sources across different geographies and languages.

This simplified universe of news content known as “Unstructured News” provides focused and reliable key
intelligence to assess financial risk when establishing a new commercial relationship.

News channels with on-line editions and
apps reporting events in real time in
many languages worldwide
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Figure 1- Unstructured Media is a simplified universe of news content that provides focused key intelligence to
assess financial risk when establishing a new commercial relationship.
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The Human Factor - Extracting the value out of Unstructured News

When browsing a news article, we can find embedded information that indicates who the publisher is, the date of
publication, the people involved in the incident and what the article is about.

theguardian

Keywords

Madoffs colleaguef to face trial
involvengent in (Ponzi scheme)

qof the [convicted fraudster's Closest colleagues stand
[ accused bf aiding and abetting Madoff in his scheme

D inic Rushe in Mew York
[Ineguardian.com: Monday 7 October 2013]

Source and release

date

Figure 2 - The main data elements found in a news release

Other elements in the news article also provide context and details of the incident that can be used as additional
information in the risk assessment process. The articles may also cite other individuals or businesses linked to the
incident, some of which may represent indirect risk to an organization when establishing a commmercial relationship

with the main subject of the news release.
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Three of the defendants worked Jér Madoff for decadgs. | Daniel Bonventre, |
the director of operations for thigfirm's back office, sfarted working for
IMadoff around 1968 [Annet‘te Bongiormo ﬂ!is execyfive assistant, has
known Madoff for over 40 years.| Joann Crupi, i@io managed clients'

investment accounts, worked for Wadoft for over 25 years. Also standing
trial are computer programmer.{ Jerome O'Hara and George Perez.

According to the prosecution, Madeff and his accomplises created false
records and invented exotic trading schemes 1o explain the firm's
consistent high returns. In fact, "the truth was that Madoff and his co
conspirators — with very rare exception — were not making any trades at
all," the indictment said.

The key witness against the Madoff insiders is another long-time
associate, Madoff's deputy and chief financial officer| Frank DiPascall.
DiPascali worked for Madoff for 33 years and pleaded guilty to helping
Madoff and others carry out the fraud in 2009

Additional
Information

Figure 3 - News releases provide additional information sometimes including associates

These information elements found in the news releases are used by LexisNexis® Research Teams around the world
to perform a comprehensive review of each of the individuals or entities linked to the article. The outcome of such
analysis will be a “Structured Adverse Media Profile” composed of the following sections:
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1. Identification and Rationale
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3. Links to sources and support documentation

Sowree Link(5)
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4. Additional Information
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During this thorough analysis, the LexisNexis Research Analysts conduct additional searches in the open source
to gather all the data elements that may be relevant in the structured profile so it can be effectively used to make
decisions based on factual and accurate intelligence. This process is known as “Data Aggregation”.
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From Unstructured News to Structured Adverse Media

Given the nature of the Data Aggregation process, the research analysts need some time to search, gather, confirm
and organize all of the information that will compose the structured profiles, hence there is always a time lapse
between the time when a news release breaks into mainstream media and the time it becomes a Structured
Adverse Media Profile in WorldCompliance®, a LexisNexis® company.

The timing for news content to break into mainstream media varies depending on the visibility, relevance, scope
and impact of the event being reported. Major impact incidents are typically reported minutes after happening

and may trigger massive live coverage. Some other events may be reported a few hours after the event happened.
Events happening in remote locations or those without high initial visibility may reach mainstream media days after
they were initially reported in the local media. The chart below illustrates this behavior; the purple zone is typically
where Unstructured News articles are posted in mainstream media:

@ Event
== Unstructured News

Visibility

@

Time

Some events may not even reach the mainstream media if they are not relevant enough to occupy space in the
news channels.

A portion of the Unstructured News articles posted in mainstream media will be relevant to prevent or mitigate
Anti-Money Laundering (AML) risk; such postings are analyzed by the LexisNexis Research Teams to build new
Structured Profiles or update existing profiles. This analysis requires time; hence there is always a time interval
between the posting of Unstructured News and the posting of a Structured Adverse Media Profile. This situation
isillustrated in the following chart; the blue zone indicates the area where Structured Adverse Media Profiles are
typically created:

® Event
mm Unstructured News
== Structured Adverse Media

Visibility

Time Interval

O

Time

The time interval for high visibility, high impact news is usually less than two business days. The lower the visibility
of an event, the longer the time interval. Occasionally, there may be events that are not reported in any of the
15,000 media channels that the LexisNexis Research Teams monitor on a daily basis and therefore there may not
be a Structured Adverse Media profile for that particular item. Under this scenario, LexisNexis has a process for
customers to request the Research Team to perform an intelligence analysis on the related item. A structured
profile may be created for the particular item if it has the characteristics and relevance needed to be aggregated.
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Utilizing News to strengthen AML risk mitigation

The Boolean Internet Search Approach

A general Boolean Internet search is the practice that is most widely used to search for news articles related to a
person or business of interest as part of the Know Your Customer (KYC) and/or Customer Due Diligence (CDD)
functions. In its most basic form, the AML analyst uses a free internet search service to run a Boolean search using
the name of the person or business. This search goes to the worldwide web and gathers every page and document
that fulfills the Boolean search criteria to then report results within a few seconds. This typically returns a very
large number of results that may or may not be related to the person or business of interest, many of the results
returned may be irrelevant or useless to mitigate or prevent risk.

This is a very time consuming practice that requires a large number of resources for its execution, thus resulting in
the need to build large teams of analysts at a very high cost for the organizations.

The Screening against News Approach

Screening against News is also a very common practice through which the persons or businesses of interest are
screened against “Structured Adverse Media Profiles” as provided by data aggregation companies. These profiles
are made available in the form of data feeds that are either loaded into the organization’s screening solution or
available through commercial screening services.

An example of this approach is WorldCompliance® Adverse Media Profiles integrated within LexisNexis® Bridger
Insight™ XG. Using Bridger Insight XG’s robust screening capabilities, an organization can easily screen the names of
the parties of interest to get results containing the details of all Structured Adverse Media Profiles that matched the
names that were screened.

In comparison with the Boolean Search approach, this practice produces a significantly lower number of results
that can be simplified even further by utilizing Bridger Insight XG's intelligent false positive reduction logic, custom
accept lists and/or white lists capabilities.

Depending on the risk appetite of an organization, this approach may return sufficient results to fulfill established
KYC and CDD policies. However, considering the fact that the universe of Structured Adverse Media Profiles is
minuscule when compared with the Unstructured News universe and that there is always a time delay for the Data
Aggregation process to produce a Structured Adverse Media Profile, there is an inherent risk of missing a relevant
article that helps highlight the AML risk associated with a particular person or entity.

The Focused Unstructured News Search Approach

The Focused Unstructured News Search is a less common practice and there are less than a handful of solutions

in the market capable of delivering focused unstructured news content. A market-leading solution that can be

used to implement this approach is LexisNexis® News through Bridger Insight XG in batch. Through this solution an
organization is able to upload a file containing the names of the parties of interest to Bridger Insight XG and then set
a search criterion including keywords relevant to the risk mitigation/prevention process and the period of time to
be considered. The process uses the LexisNexis News universe which monitors over 35,000 news sources around
the world.

The number of results produced through this process is significantly lower than the Boolean Search approach,
hence much more manageable for the AML organizations. Although it uses only 35,000 of the millions of news
sources available in the open source, this approach is very safe as the sources used represent the largest and most
reliable media corporations around the world. Therefore the risk of missing a relevant news article at any given time
is marginal.
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A Comprehensive News Screening Solution

Utilizing the combination of the capabilities and features of LexisNexis News and WorldCompliance® Adverse
Media profiles available in Bridger Insight XG delivers the most robust, safe and cost effective solution to screen
parties of interest against news to fulfill the requirements of your organization’s KYC and CDD policies, as well as to
leverage any special investigative process from your Financial Intelligence Unit.

@® Event
mm Unstructured News (Lexis Nexis® News)
== Structured Adverse Media (WorldCompliance®)

Visibility

Time Interval

@

Time

By following a simple two-step approach, your organization will have the most simplified and effective set of results
to support well-informed due diligence decisions that help protect your business from unnecessary AML risk. By
screening the names of the parties of interest in Bridger Insight XG as a first step, you will receive the results of any
Structured Adverse Media Profiles available from WorldCompliance®. These detailed results eliminate the need for
any additional research, as this kind of heavy lifting has already been done by the LexisNexis Research Team as part
of the Data Aggregation process.

The second step of the process involves running a file of parties of interest that did not return a Structured Adverse
Media Profile through LexisNexis News in batch via Bridger Insight XG. This additional step expands your due
diligence perspective across Unstructured News articles that may have not yet derived into a Structured Adverse
Media Profile in WorldCompliance and minimizes the risk of time lapses or information gaps inherent to the Data
Aggregation process.

This two-step approach is critical to ensure your business has the deepest and most current AML news screening
viewpoint available. Bridger Insight XG delivers seamless, integrated access to the combined strength of
Structured Adverse Media Profiles from WorldCompliance and the wide-reach of LexisNexis News to create a
powerful news screening solution that increases due diligence workflow efficiency while strengthening the efficacy
of AML risk mitigation.
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For More Information
Call 866.858.7246 or visit lexisnexis.com/risk

About LexisNexis® Risk Solutions

LexisNexis® Risk Solutions (www.lexisnexis.com/risk/)is a leader in providing essential information that helps
customers across all industries and government predict, assess and manage risk. Combining cutting-edge
technology, unique data and advanced scoring analytics, Risk Solutions provides products and services that
address evolving client needs in the risk sector while upholding the highest standards of security and privacy.
LexisNexis Risk Solutions is part of Reed Elsevier, a leading publisher and information provider that serves
customers in more than 100 countries with more than 30,000 employees worldwide.

Our screening solutions assist employers, non-profits and multi-family housing managers with making quicker
and more confident applicant selections based on industry-leading background checks and drug testing.

@ LexisNexis
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