Is This The Calm
Before The Storm?

Highlights from the MLexisNexis(@ Risk Solutions Cybercrime Report

As fraudsters exploit growing reliance on digital platforms and
instant payment systems, Latin America faces synthetic identities
created with generative Al for scams and account takeovers.

Across LexisNexis® Digital Identity Network®

A leading global, cross-industry risk intelligence network
that continues to grow every year
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Industry Overview

Transaction volume in LATAM increases 13%, with 85% of attacks coming from mobile
devices (up 3% YOY). Here’s how the breakdown looks by industry.

Financial Ecommerce Communications,
Services Mobile and Media

Gaming and
Gambling

Insight: Fraudsters
may be starting to

avoid organizations that
use modern fraud preven-
tion solutions, instead

attacking enterprises
th at ha\/e ﬂOt yet put i i Transzctions Transa;tions

layered fraud prevention
systems in place.

Rate of attack Rate of attack

See the report for more

The LexisNexis®
Identity Abuse Index
shows the percentage
of attacks per day across 4.0%
the entire Digital Identity

Network, including

attacks from humans 3.5%
and from bots.

-27% YOY

Now lower than
North America

APAC 2.5%

EMEA

[

(5]

=~
e
=~
=

LATAM

[
(=]
=

North America

Insight: Al-powered fraud is expected to grow and evolve. Already, there is more frequent
usage in new account origination attempts to defeat less-robust document authentication checks.
See the report for more detail

Risk Across Channels
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Digital Identity Network spots
fraud attempts as they happen

The LexisNexis Cybercrime Report is made possible thanks to shared fraud risk
intelligence from Digital Identity Network. The scale, nuance and relevance of
Digital Identity Network gives member organizations differentiated insight into
identity and fraud risk.

Quickly identify more bad actors attacking systems
Reduce friction for more legitimate customers

Fast-track more transactions

Download The Full Report Here For More Actionable Insights

The LexisNexis® Risk Solutions Cybercrime Report is based on cybercrime attacks detected by the LexisNexis® Digital Identity Network® solution from
January-December 2024.
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